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Washington, DC  20240 

MAY 1 7  2007  
Honorable Russell Woodruff Sr. 
Chairman, Quileute Tribe 
P.O. Box  279 
LaPush, Washington 98350 

Dear Chairman Woodruff: 

On April 3, 2007, we received the Third Amendment to  the Tribal-State Compact for Class  III 
Gaming between the Quileute Tribe  (Tribe) and  the State of Washington  (State), executed on 
March 30,  2007(Amendment). We  have completed our  review of this Amendment and 
conclude that it does not  violate the Indian Gaming Regulatory Act (IGRA),  any other 
provision  of Federal law that does  not relate to jurisdiction over gaming on Indian lands, or the 
trust obligations of the United States  to Indians. Therefore, pursuant to my  delegated authority 
and Section 11 of IGRA, we approve the  Amendment. This Amendment shall take effect 
when the notice of  our  approval, pursuant to  Section 11(d)(3)(B) of IGRA, 25 U.S.C. §2710(d) 
(3)(B), is  published in  the FEDERAL REGISTER. 

We  wish the Tribe and the State continued success in their economic venture. 

Sincerely, 

VA
►

ctzng nnc1pa P'      IDeputy.- A.ss1stant secretary -

Indian Affairs 

Similar Letter Addressed to: Honorable Christine Gregoire 
Governor, State  of Washington 



THIRD AMENDMENT TO  THE TRIBAL/STA  TE COMPACT 
FOR CLASS III GAMING 

BETWEEN 
QUILEUTE TRIBE 

AND THE STATE OF WASHINGTON 

WHEREAS, on July 27, 1993, the State of Washington and the Quileute Tribe 
(hereinafter referred to  as the "Tribe") executed a Class III Gaming Compact pursuant to the 
Indian Gaming Regulatory Act (IGRA) of 1988, P .L.  I 00-497, codified at  25 USC Section 270  I 
et  seq.  and  I 8 USC Section 1166-1168, and 

WHEREAS, the Class III Gaming Compact executed by  the State and the Tribe, as well 
as  any  amendments thereto, were approved by the Secretary of  the Interior and are in full force 
and  effect (hereinafter referred to as the "Compact"), and 

WHEREAS, the State  and  Tribe  conducted additional negotiations in accordance with  the 
provisions of IGRA  and amended Section III of  the Compact by adding Appendix X to the 
Compact that  authorized the Tribal Lottery  Systems  described therein, and 

WHEREAS, since the adoption of  Appendix X,  the State  and  Tribe have agreed to certain 
optional changes to the Tribal Lottery System that require Appendix X to be supplemented by 
further amendment known as  Appendix X2, 

NOW, THEREFORE, the Compact shall be, and hereby is, amended to read and state as 
follows: 

I. Appendix  X2, in the form attached hereto, is added to the IGRA Compact
between the Quileute Tribe and the State of  Washington and is  hereby



incorporated by reference as a fully enforceable part of  the Compact. 

2. Tribal  Lottery Systems  operated in accordance with the requirements of  Appendix
X2 are hereby recognized as additional authorized gaming activities under Section
III of  this Compact.

IN WITNESS WHEREOF, the Quileute Tribe and the State of  Washington have 
executed this Third Compact Amendment. 

QUILEUTE TRIBE 

Dated:t}llllLJV..-- /� , 2007. 

STATE  OF  WASHINGTON 

Dated: 
C-..6-

A
.-----'a 3o=- 2007____, 

DEPARTMENT OF THE  INTERIOR 

Dated: S: -\,-C)
Principal Deputy Assistant 

· tary - Indian Affairs



 2X XIDNEPPA

eth to

 NOTGNIHSAW FO ETATS-  EBIRT ETUELIUQ

TCAPMOC GNIMAG III SSALC

 GNINREVOG SELUR

SMETSYS YRETTOL LABIRT

1......................................................................................................................WIEVREOV 1SECTION 

1..................................................................................................................SNOITINIFED. 2 NOITCES
1...........................................................................................metsyS noitcasnarT sselhsaC .12
2............................................................................................................retupmoC lartneC 2.2
2.......................................................................................metsyS gnitnuoccA cinortcelE2.3 
3................................................................................................tekciT hctarcS cinortcelE 4.2
3.....................................................................................emaG tekciT hctarcS cinortcelE 2.5
3..............................................................................teS emaG tekci ThctarcS cinortcelE 6.2
3........................................................................tesbuS emaG tekci ThctarcS cinortcelE .72
3............................................................................................................stiderC yalP emaG .82
3...............................................................................................................................sksoiK 9.2
4...............................................................................................retupmoC gnirutcafunaM 01.2
4.....................................................................................................emaG yrettoL enil-nO1 2.1
4.........................................................................................tekciT emaG yrettoL enil-nO 21.2
4..............................................................................................................slanimreT reyalP 312.
4...........................................................................................................................etalpmeT 41.2
4.....................................................................................................metsyS yrettoL labirT 5.12

4.....METSYS EMAG YRETTOL TEKCIT HCTARCS CINORTCELE LABIRT 3 NOITCES
4.................................................................................noitarepO metsyS fo noitpircseD 1.3
6.............................................................................stnemeriuqeR tesbuS dna teS emaG .23

cinortcelE na fo tnemecnemmoC o troirP elbaliavA eb o tderiuqeR ataD .33
8.......................................................................................................emaG tekci ThctarcS

tekciT hctarcS a f onoitelpmoC eht gniwolloF elbaliavA eb  toderiuqeR ataD .43
8..................................................................................................................................emaG
9............................................................elbaliavA edaM eb ot looT gnitiduA erawtfoS .53
9.......................................ssecorP etupsiD ;yalP ni elihW steS emaG fo gnitiduA oN .63
01 ........................................................retupmoC gnirutcafunaM 3.7
11.....emaG tekciT hctarcS cinortcelE hti WnoitcennoC ni des UretupmoC lartneC3.8 

i



3.9 Player Terminals Used in Electronic Scratch Ticket Games................................... 12
3.10 Data Available for Inspection..................................................................................... 12

SECTION 4 TRIBAL ON-LINE LOTTERY GAME SYSTEM....................................................12
4.1 Description of System Operation..................................................................................12
4.2 Central Computer Used for On-line Lottery G am e....................................................15
4.3 Player Terminals Used for On-line Games.............................................  15
4.4 Verification and Viewing Requirements for On-line Game Results...................... 16
4.5 On-line Lottery Game Records..................................................................................... 16
4.6 Redemption Period................................................................................ 16
4.7 Other Game Rules.................................................................................. 16
4.8 Prizes; Jackpots...............................................................................................................17

SECTION 5 PLAYER TERMINALS................................................................................................ 17
5.1 Use as a Stand-Alone Gambling Device Prohibited...................................................17
5.2 Features........................................................................................................................... 17
5.3 Non-Volatile Backup Memory Required..................................................................... 18
5.4 On/Off Switch................................................................................................................ 18
5.5 Static Discharge/Interference.........................................................................................18
5.6 Accounting Meters..........................................................................................................18
5.7 No Automatic Clearing of Accounting Meters; Reading and Resetting Meters ... 19
5.8 Display o f Information................................................................................................... 19
5.9 Protection of Displayed Information..........................................................................20
5.10 Hardware Switches Prohibited.....................................................................................20
5.11 Networking Requirements............................................ 20
5.12 Prohibited Software Functions.....................................................................................21
5.13 Quick-Pick Function............ ........................................................................................ 21
5.14 Wagers; Displaying Electronic Scratch Ticket Outcomes.........................................21
5.15 Cash Standards...............................................................................................................21
5.16 Door Access Logging...................................................................................................22

SECTION 6 STANDARDS FOR RANDOM NUMBER GENERATORS USED WITHIN
THE TRIBAL LOTTERY SYSTEM...................................................................... :..22

6.1 Chi-Square Analysis.......................................................................................................22
6.2 Runs T est....................................................................................................................... 23
6.3 Correlation Analysis..................................................................................................... 23
6.4 Serial Correlation Analysis.......................................................................................... 23

SECTION 7 ELECTRONIC ACCOUNTING SYSTEM.... .........................................................23
7.1 Revenue Reporting Requirements..............................................................................23

ii



SECTION 8 CASHLESS TRANSACTION SYSTEM SECURITY, REPORTING AND
STORAGE REQUIREMENTS.................................................................................. 27

8.1 Player Information.........................................................................................................27
8.2 Smart Cards.................................................................................................................... 28
8.3 Other Functions............................................................................................................. 29
8.4 K iosks.............................................................................................................................29

SECTION 9 GENERAL SECURITY REQUIREMENTS............................................................. 29
9.1 Separation...................................................................................................................... 30
9.2 Security...........................................................................................................................30
9.3 Secure Connections; DES or Equivalent Data Encryption........................................30
9.4 Surge Protection; Uninterrupted Power System (UPS)............................................30
9.5 Identification P lates....................................................................................................... 30
9.6 Locked A reas................................................................................................................. 31
9.7 Access Control Standards................................................... 31
9.8 MEAL Cards..................  31
9.9 Access Control............................................................................. 31
9.10 Cameras...........................................................................................................................31
9.11 Verification Data and Functions..................................................................................32

SECTION 10 TESTING OF TRIBAL LOTTERY SYSTEMS TO ENSURE INTEGRITY..... 32
10.1 Designation of Independent Gaming Test Laboratory............................................. 32
10.2 Testing and Certification of Tribal Lottery Systems............................................... 32
10.3 Approval by the SGA................................................................................................... 34
10.4 Modifications o f Approved Lottery Systems; Emergency Certifications..............34
10.5 Manufacturer’s Conformity to Technical Standards.............................. :.................34
10.6 Payment of Gaming Test Laboratory F ees................................................................35
10.7 Gaming Test Laboratory Duty of Loyalty.................................................................35
10.8 Random Inspections......................................................................................................35
10.9 SGA to be Supplied Model of Player Terminal and System.................................. 35

SECTION 11 ALTERNATIVE STANDARDS PERMITTED.......................................................35

SECTION 12 TRIBAL LOTTERY SYSTEM PLAYER TERMINAL ACQUISITION
AND OPERATION...................................................................................................... 36

12.1 Allocation........................................................................................................................36
12.2 Further Conditions........................................................................................................ 37
12.3 Joining Facilities by Common Enclosure.................................................................. 38
12.4 Other Circumstances..................................................................................................... 39

iii



93....................................................................................SEE FYROTALUGE RETATS 31 NOITCES
93......................................................................................seeF gnidnatstuO fo tnemyaP 1.31
93......................................................................................................................eeF pu-teS.2 13
93.....................................................................eeF pu-teS fo erahS s’ebirT fo tnemyaP .331
04................................................................................................see FyrotalugeR launnA.4 13
14..............................................................................................setupsi Dee FyrotalugeR.5 13

24....................................................................................................STNEMYA PREHTO 41 NOITCES
24...................................................................................................................stsoC tcapmI .141
24....................................................................................................snoitanoD elbatirahC 14.2
24......................................................................................................stcapmI ytinummoC 3.41
24........................................................................................................gnilbmaG melborP4 14.
34............................................................................noitneverP dna noitasseC gnikomS14.5 
34..........................................................................................................................tnemyaP6 14.
44.............................................................. snoitubirtnoC dna stnemtsevnI ytinummoC7 14.

64...........................................................................................................MUIROTAROM 51 NOITCES
64 .........................................................................muirotaroM tnemdnemA .151
64...........................................................................................................muirotaro MtsoP2 15.

74..........................................................................................NOITAREPO FO SRUOH 61 NOITCES

48...........................................................................................NOITULOSE RETUPSID 71 NOITCES

48 ......................ETAD EVITCEFFE 81 NOITCES

VI



2X XIDNEPPA

 GNINREVOG SELUR
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WEIVREVO. 1 NOITCES

 noitarepo eht o telbacilppa snoisivorp htrof stes dna sezirohtua ,sebircsed xidneppA sihT

 gniyalp rof tcA yrotalugeR gnimaG naidnI eht ot tnausrup detcudnoc metsys yrettol labir ta fo

 htiw slanimret reyalp sezilitu metsys ehT. semag yrettol enil-no dna tekci thctarcs cinortcele

 a ,noitamrofni tluser emag niatbo dna secnahc esahcrup ot sreyalp wolla hcihw syalpsid oediv

 tekcit hctarcs eh tn idesu secnahc fo tes etinif eht setaerc yleruces hcihw retupmoc gnirutcafunam

 dna noitamrofni emag stimsnart dna serots hcih wretupmoc lartnec a ,metsys eht fo noitrop

 gnitnuocca dna ytiruces lartnec cinortcele na dna ,emag yrettol enil-no eht rof sward sekam

 cinortcele na ni desnepsid era stekcit hctarcs gnitsixeerp ,emag tekci thctarcs eht nI .metsys

 yrettol enil-no eht nI .sisab dnamed-no na no slanimret reyalp eht hguorht sreyalp ot tamrof

 reyalp ta ytivitca yna fo yltnednepedni retupmoc lartne ca no detcudnoc rea sgniward ,emag

 eht no edam ylsuoiverp snoitceles reyalp ot dehcta mneht era stluser gniward ehT .slanimret

 eht ot tcejbus era niereh dezirohtua dna debircsed semag dna metsys ehT .slanimre treyalp

 labirt ,niereh yrartnoc eht ot gnihtyna gnidnatshtiwtoN .niere hhtrof tes snoisivorp lacinhcet

 etad evitceffe eht ot roirp X xidneppA  totnausrup devorppa slanimre treyal pdna smetsys yrettol

 xidneppA fo stnemeriuqe reht htiw tnetsisnoc detarepo eb ot eunitnoc yam 2 XxidneppA siht fo

 llahs niereh gnihton ,rehtruF .evitceffe emaceb 2X xidneppA sih tetad e thno detsixe yehts a X

.2X xidneppA sih tyb derevoc ton tcapmoC sti ni noisivorp yna gnisicrexe morf ebirT eht tcirtser

SNOITINIFED .2 NOITCES

 dna srefsnart ,sniatbo reyalp a hcihw yb snaem ehT .metsyS noitcasnarT sselhsaC .12

 e thyalp  toreyalp a stimrep metsys noitcasnarT sselhsaC ehT .stiderC yalP emaG smeeder

niw ot dna ,otin )ycnerruc repap ro snekot ,snioc( hsac gnitresn ituohti wmetsyS yrettoL labirT
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 metsyS noitcasnarT sselhsaC ehT .lanimreT reyalP eht ,morf hsac gniviecer tuohtiw sezirp

:stnenopmoc gniwollof eht sedulcni

;metsyS gnitnuoccA cinortcelE ehT .1.12

 "rtams" ro ,citengam ,draobdrac ,citsalP :gniwollof eht fo ero mro enO 2.1.2

 eht morf deniatbo stiderC yal PemaG ;srebmun )"NIP"( noitacifitnedi lanosrep ;repap ;sdrac

 lanimreT reyalP eht no deyalpsid stiderC yal PemaG ;stnelaviuqe hsac ro hsac fo egnahcxe

 gnitautceffe rof snaem rehto dna ;demeeder ton dna yalp roir pmorf sezirps a denrae erew hcihw

 ,lanimreT eht morf ro otn ihsac gnisnepsid ro gnitresni tuohtiw sezirp gnidrawa dna yalp

 gniniamer dna yalp roir pmorf denrae stiderc nah trehto( stiderC yalP emaG lla taht dedivorp

;tnelaviuqe hsac ro hsac y bro fdiap neeb eva htsum )lanimre TreyalP a no deyalpsid

 stnelaviuqe hsa cro hsac fo stisoped reyalp rof gnitnuocca fo snaem A .31.2

 reyalP eht fo tnednepedni si hcihw stiderC yalP emaG fo noitpmede rdna rof segnahcxe dna

 rof ecived ralimis ro drac "rtams" a ro ,metsys rehcuov a ,tnuocca s'reyalp a hguorht ,lanimreT

dna ;atad reyal plaudividni gnidrocer

 rof stiderC yal PemaG desunu meeder nac sreyalp hcihw yb snaem A 4.1.2

 noitpmeder ro reihsa ca hguorht eb tsum hsac rof snoitpmeder llA .stnelaviuqe hsac ro hsac

.lanimreT reyalP eht morf etarapes metsys

 yrettoL enil-nO rof sgniward stcudnoc hcihw retupmoc A .retupmoC lartneC 2.2

 stekciT hctarcS cinortcelE sesnepsid dna serots ,semag tekciT hctarcS cinortcelE rof, dna semaG

 dna retupmoC gnirutcafunaM a morf ti otni dedaol neeb evah hcihw stesbuS tekciT hctarcS morf

.rennam eruces a ni deniatniam era

 snaem eruces a sedivor ptaht metsys retupmoc A .metsyS gnitnuocc AcinortcelE 2.3

 ni htrof tess a ,seitivitca dna snoitcnuf lacitirc drocer dna atad ssecca dna erots ,eviecer ot

.7 noitceS
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 in emoctuo gnisol ro gninni wdenimretederp A .tekci ThctarcS cinortcelE 4.2

 secnahc f otes etinif eht gnoma morf ecnahc a stneserpe rtekci ThctarcS hcaE .mrof cinortcele

t.Se emaG tekciT hctarcS cinortcel Ena esirpmoc taht

 an ni deyalps  itaht emag yrettol tekcit hctarcs A .emaG tekci ThctarcS cinortcelE 2.5

 fo sepyt dna emeh tehT :gnidulcni selur fo tes cificeps a sah emag A .tnemnorivne cinortcele

 gnisol dna gninniw fo xim ro oitar eht ;emag eh tni stekcit fo rebmun latot eht ;desu slobmys

 elgnis a fo ecir pdna ;ezirp hcae fo eulav rallod dna rebmun gnidulcni ,erutcurts ezir peht ;stekcit

 ,retos ,erutcafunam ot erawtfos dna erawdrah retupmoc fo esu y bdeyalpis  emag ehT .tekcit

.sreyalp ot stekcit hctarcs yalpsid dna, lles ,etubirtsid

 stekci ThctarcS cinortcelE fo tes etinif A .teS emaG tekciT hctarcS cinortcelE .62

 ,selur fo tes cificeps a htiw ecnadrocca ni dengised neeb sa htaht etalpmet a no desab is taht

 hctarcS cinortcelE na fo erutcurts eht gninrevog ,2.3 noitceS fo stnemeriuqer cisab eht gnidulcni

 a ni detaerc si teS emaG tekciT hctarcS cinortcelE na ,etalpme ttaht no desaB. emaG tekciT

 na fo yalp eht ot roirp mrof cinortcele elbaifirev dna eruces a ni retupmoC gnirutcafunaM

 yleuqinu is teS emaG tekciT hctarcS cinortcel EhcaE. emaG tekciT hctarcS cinortcelE

 tseS emaG rehto morf dehsiugnitsid e bnac ti taht os ,esiwreht oro rebmun laires yb ,elbaifitnedi

.etalpmet emas eht morf derutcafunam

 hctarcS cinortcelE fo puorg denifed A .tesbuS emaG tekci ThctarcS cinortcelE .72

 dna teS emaG tekciT hctarcS cinortcelE na morf detceles ylmodna rneeb sah taht stekciT

 tekciT hctarcS cinortcelE hcaE .yalp rof redro dexif a ni retupmoC lartneC a o tdettimsnart

Set. emaG emas eht morf detceles stesbuS rehto lla morf elbaifitnedi yleuqinu is tesbuS emaG

 fo egnahcxe eht morf deniatbo eula vgnitneserper fo snaem A .stiderC yalP emaG .82

 emaG .yalp etautceffe ot snaem as a desu is hcihw ,ezir pas a denrae ro ,stnelaviuqe hsac ro hsac

.tnelaviuqe hsac a r ohsac rof demeeder eb yam stiderC yalP

 sselhsac  tohsac rof wolla hcihw ,slanimret noitpmede rro egnahcxe hsaC .sksoiK 9.2

a  ton is lanimreT reyal PA .reihsac a tuohtiw ro htiw snoitcasnart hsac ot sselhsac ro snoitcasnart

.ksoiK
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2.10 Manufacturing Computer. A computer which creates Electronic Scratch Ticket 

Game Sets, randomly allocates tickets into Scratch Ticket Subsets, and delivers them to a Central 

Computer.

2.11. On-line Lottery Game. A lottery game by which players, through the use of 

Player Terminals, select numbers, symbols or other possible outcomes to be matched to 

outcomes that are subsequently and randomly selected in drawings which are electronically 

conducted on a Central Computer.

2.12 On-line Lottery Game Ticket. A paper, cardboard or electronically encoded 

medium onto which information is legibly printed, or is recorded electronically in a manner 

which can cause a Player Terminal to display, the outcome(s) and prize(s) won, if  any, and other 

information associated with, an On-line Lottery Game drawing in which the player is enrolled.

2.13 Player Terminals. Electronic computer terminals housed in cabinets with input 

devices and video screens and with which players play the On-line Lottery and Electronic 

Scratch Ticket games. Player Terminals are not capable of playing gambling games as 

stand-alone devices.

2.14 Template. A software file containing all possible prize values for a Game Set to 

be created, indicating the number of prizes for each prize value that will appear in the Game Set.

2.15 Tribal Lottery System. Any lottery system operated pursuant to this Appendix.

All computers and terminals and the combination and components thereof in each system 

operated by the Tribe shall conform to the provisions of this Appendix.

SECTION 3. TRIBAL ELECTRONIC SCRATCH TICKET LOTTERY GAME 

SYSTEM

3.1 Description of System Operation

3.1.1 The Tribal Lottery System game known as the Electronic Scratch Ticket 

Game consists of a finite number of Electronic Scratch Tickets, a certain number of which, if  

drawn, entitle a player to prize awards at various levels. The scratch tickets are designed from a

4 egaPX2 XIDNEPPA EBIRT ETUELIUQ
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template in conformity with this Appendix and are created in Game Sets on a Manufacturing 

Computer from which Scratch Tickets are randomly selected and placed into Scratch Ticket 

Subsets. Each Game Set has a predetermined number of winners and values and is designed so 

as to assure players of an at least 75% payback of the amounts paid in the aggregate for all 

tickets in the Set. As a Game Set’s tickets are placed into Subsets, the pool of tickets available 

from that Game Set for placement into Subsets diminishes, until each ticket in the Game Set has 

been placed into a Subset.

3.1.2 Scratch Ticket Subsets are transmitted to the Central Computer, where 

they are stored until dispensed electronically on demand to Player Terminals. Scratch Tickets 

are electronically dispensed from the Central Computer in the order within each Subset in which 

the tickets were received. Players compete against each other to draw winning tickets. As 

Subsets are used they are replaced by additional Subsets which have been created and delivered 

to the Central Computer in the same manner, until the Game Set has been depleted, or pulled 

from play, ending that particular game. Different games based on different Game Sets may be 

offered simultaneously through the Central Computer.

3.1.3 A player initiates participation in an Electronic Scratch Ticket game at a 

Player Terminal, using Game Play Credits purchased on the Player Terminal through the 

insertion of cash, or through the Cashless Transaction System. The monitor displays one or 

more of the Electronic Scratch Ticket games that are offered by the system, as well as other 

information such as graphics, game play and outcome information, and entertainment effects, 

subject to the limitations in Sections 5.2.2 and 5.2.3. The player may choose a particular game 

 rehto emos gnimrofrep ro ecno nottub a gnisserp ,neercs eh tgnihcuot yb ,emoctuo eht laever dna

.lanimreT reyalP eh thti wnoitcaretni fo mrof

 eht ,semag ro emag a fo noitceles s ’ reyalp eht fo trap sa ro gniwolloF 4.1.3

 erom ro eno esahcrup to lanimreT reyalP eht no deyalpsid stiderC yalP emaG ses ureyalp

 .1.2.3 noitceS fo snoisivorp e thy bdenrevog si stekcit fo gnicirp ehT .stekci ThctarcS cinortcelE

.lanimreT reyalP e thno deyalpsid stiderC yalP emaG eh tmor fdetcuded era sregaW
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 is noitamrofn iregaw dna ,noitceles dna esahcrup tekcit ,erutcurts ezirP .51.3

 deyalp gnieb s ihcihw emag yna  totcepser htiw lanimreT reyal Peht no elbaliava ro deyalpsid

.lanimreT taht hguorht

 emoctuo eh ttekciT hctarcS cinortcelE na sesahcrup reyalp e thretfA 6.1.3

 e thno deyalpsid rea now sezir pynA .lanimreT reyalP e thn onwohs is tekci ttaht htiw detaicossa

 ,esidnahcrem eviecer to thgir eht ,stiderC yalP emaG fo mrof eht ni e byam dna lanimreT reyalP

.ytrepor pelbaulav rehto ro

 rof elbaliava dna deyalpsid niamer sezirps a denrae stiderC yalP emaG .71.3

 derrefsnart yllacinortcele eb yam osla stiderC yalP emaG .lanimre Ttah tmorf yalp rehtruf ni esu

 eht yb detnirp tpiece rro tekcit a) b ,metsyS gnitnuoccA lartneC eh tni tnuocca s’reyal paa)  ot

 stiderC yalP emaG ,derrefsnart ecnO .tnemurtsni ralimis ro drac "trams" a c) ro ,lanimreT reyalP

 stnelaviuqe hsac ro hsac rof demeeder) b ro lanimreT rehtona no yalp rehtruf rof desu )a eb yam

 is now ytreporp rehto ro esidnahcreM .metsys noitpmeder etarapes rehto ro reihsac a hguorht

.emag eht fo selur eht htiw ecnadrocca ni detcelloc

stnemeriuqeR tesbuS dna teS emaG .23

 gniwollof eht teem llahs teS emaG hcaE .stnemeriuqeR teS emaG3.2.1 

:stnemeriuqer muminim

cinortcelE fo rebmun etinif a fo pu edam eb llahs teS emaG hcaE.a

;stekciT hctarcS

emas eht fo eb llahs teS emaG ralucitrap a ni stekciT hctarcS llA.b

noitpecxe eht htiw ,00.5$ deecxe ton llahs hcihw ,ecirp esahcrup

yam noitarepo ni slanimreT reyalP eht fo tnecrep 51 ot p utaht

tekciT elgnis A .tekciT rep 00.02$ ot pu fo secirp esahcrup evah

t;Se emaG rehtona retne ot ytinutroppo na reffo yam

ssel on eb llahs teS emaG eritne eht rof egatnecrep tuoyap ehT.c

tes eht ni stekcit lla fo ecirp esahcrup latot eht fo %57 naht

;denibmoc
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dna ;rebmun laires euqinu a dengissa eb llahs teS emaG hcaE.d
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outcome, prize, wager made, or any other aspect o f the player's participation in a Game Set being 

played, all relevant data shall be immediately collected, including but not limited to all meter 

readings, memory records, surveillance recordings, and any other reports or information 

regarding play at the Terminal for the play in dispute. Following the collection of all relevant 

data, the TGA shall be notified and requested to make an evaluation of whether or not the dispute 

involves the integrity of the hardware or software being used and to try and resolve the dispute.

A report of all disputes shall be maintained by the TGA. If the dispute is not resolved within 72 

hours from the time o f the complaint, the TGA shall immediately forward a report to the SGA 

detailing the nature o f the dispute. In the event the dispute is resolved, the TGA is not obligated 

to report to the SGA, but shall make TGA reports available for review.

3.6.3 Termination of Game Set. Protection of game integrity, even if  it 

requires the early withdrawal of a Game Set from play, shall be the primary goal of this 

Appendix. If resolution of a patron dispute requires access to data or records stored on any part 

of a system other than the Player Terminal involved in the dispute, and such access can only be 

accomplished through a means by which data would be revealed that could materially assist 

anyone in determining the likelihood o f a particular ticket being drawn, other than information 

available to all patrons, the Game Set shall be terminated prior to accessing such data or records.

3.6.4 TGA/SGA Disputes. In the event there is a dispute between the TGA 

and SGA at any point in the above process, it shall be resolved in accordance with the dispute 

resolution process for such issues set forth in the Compact.

3.7 Manufacturing Computer

3.7.1 Security from Alteration, Tampering, or Unauthorized Access. The 

Manufacturing Computer shall provide a physical and electronic means, by use o f a password or 

other method approved by the TGA and SGA, for securing the Game Set against alteration, 

tampering, or unauthorized access. The Manufacturing Computer shall provide a means for 

terminating the Game Set if  unopened ticket information from an operating Game Set or Subset 

has been accessed except as permitted in this Appendix. The Gaming Test Laboratory shall 

certify that such security system, and a means for monitoring its use in accordance with this 

Appendix, is included in the system before it may be authorized for use. Security systems and
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monitoring may be required for any component that has electronic access to this system that may 

violate the integrity and security of the manufacturing computer.

3.7.2 Primary Purpose; Separation. The Manufacturing Computer shall be 

dedicated primarily to those Tribal Electronic Scratch Ticket gaming system functions related to 

the creation o f Scratch Ticket Game Sets and the creation, randomization, and transmittal to the 

Central Computer o f Scratch Ticket Subsets. Notwithstanding the foregoing, the Manufacturing 

Computer may also be used for other computer functions in the Tribal Lottery System or 

Electronic Accounting System if  such use will not affect the integrity or outcome of any game.

3.7.3 Storage Medium; Backup. The Manufacturing Computer shall have a 

medium for securely storing Electronic Scratch Ticket Game Sets and Subsets on the 

Manufacturing Computer which shall be mirrored on line by a backup medium within the same 

cabinet or enclosure. In addition, duplicates o f the Sets and Subsets, as created and stored on the 

Manufacturing Computer, shall be stored in a secure enclosure in the Gaming Facility separate 

from the Manufacturing Computer. All storage shall be through an error checking, nonvolatile 

physical medium, so that should the primary storage medium fail, there will be no critical data 

loss.

3.7.4 Randomization. The Manufacturing Computer shall utilize randomizing 

procedures in the creation o f the Subsets. The randomizing procedures shall be in accordance 

with Section 6 o f this Appendix.

3-8 Central Computer Used in Connection With Electronic Scratch Ticket Game. The 

following requirements apply to any Central Computer used in connection with an Electronic 

Scratch Ticket Game.

3.8.1 Dispensing of Tickets. The Central Computer shall dispense, upon 

request from a Player Terminal, Electronic Scratch Tickets.

3.8.2 Order o f Scratch Tickets. The Central Computer shall maintain 

Electronic Scratch Ticket Subsets in the order received from the Manufacturing Computer, and 

(2) owt naht ssel ton taht dedivorp ,dnamed no slanimreT reyalP o tredro taht ni meht timsnart
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nor more than five (5) Subsets per Game Set shall be dispensed in accordance with a

predetermined order for rotating the Subsets. Subsets from more than one Game Set may be 

stored on the Central Computer and made available for play at the same time.

3.8.3 Storage Medium; Backup. The Central Computer shall have a medium 

for storing Electronic Scratch Ticket Game Subsets and reflecting their current status of play, 

which shall be mirrored on line by a backup medium within the same cabinet or enclosure. All 

storage shall be through an error checking, nonvolatile physical medium, so that should the 

primary storage medium fail, there will be no critical data loss.

3.8.4 No Randomization Capability. The Central Computer shall have no 

randomization capability associated with its use in an Electronic Scratch Ticket game.

3.9 Player Terminals Used in Electronic Scratch Ticket Games. Player Terminals 

used in connection with Electronic Scratch Ticket Games shall conform to the requirements of 

Section 5.

3.10 Data Available for Inspection. The following data is required to be available for 

inspection in compliance with Section 7.1.9 for any Player Terminal or Game Set:

3.10.1 All Game Set serial numbers, indicating the date and time the Game Set 

was put in play, pulled from play, or completed.

3.10.2 By Game Set serial numbers, the Player Terminal numbers assigned, and 

the dates and times of assignment to the Player Terminals.

METSYS EMAG YRETTOL ENIL-NO LABIRT 4. NOITCES

 deyalp eb llahs semaG yrettoL enil-nO labirT .noitarepO metsyS fo noitpircseD .14

:snoisivor pgniwollof eh thtiw ecnadrocca ni
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initiated through a Player Terminal dedicated to On-line Lottery Games, or a clerk-operated 

Player Terminal. References herein to player activity and interaction with a Player Terminal in 

connection with an On-line Lottery Game shall also mean activity and interaction by a clerk on 

behalf of a player.

4.1.2 The Player Terminal video monitor displays one or more of the On-line 

Lottery games that are offered by the system, as well as other information such as graphics, game 

play, and outcome information, and entertainment effects, subject to the limitation in Sections 

5.2.2 and 5.2.3. The player chooses a particular game by touching the screen, pressing a button, 

or performing some other form of interaction with the Player Terminal.

4.1.3 Following or as part of the player’s choice of a game or games, the 

player selects numbers, symbols or other data to be matched in the game by pressing buttons or 

touching the video screen. The Player may also make such selections through the "quick pick" 

method. The player then uses Game Play Credits displayed on the Terminal monitor to purchase 

one or more On-line Lottery Game Tickets representing such selections, for drawings to be held 

in the future.

4.1.4 Each On-line Lottery Game may offer more than one method of winning 

a prize, and each method may be represented by a separate wager, but each wager may not 

exceed $20.00. Wagers are deducted from the Game Play Credits displayed on the Player 

Terminal.

4.1.5 The player’s wager and selected numbers, symbols or other data to be 

matched in the game, along with information identifying the drawing(s) to which they apply, are 

provided to the player in some tangible means, such as by electronic encoding or printing on a 

paper, card or other medium. In addition, the numbers, symbols or other data selected may be 

displayed on the Player Terminal.

  4.1.6    The player is then entered into one or more future On-line Lottery 

Computer.Central the on held drawings through conducted are hich wGames, 
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4.1.7 All drawings for any game are conducted within a period of 5 minutes or 

less, and all drawings for all games offered are held within that period. Drawings are held on a 

regularly scheduled basis and regardless o f whether any player is enrolled in a particular On-line 

Lottery Game. Games take place no more frequently than thirty minutes apart, determined by 

when the first drawing in a game occurs. No more than five different On-line Lottery Games are 

offered at a time, unless the State increases the number of On-line Lottery Games it is now 

playing, thereby entitling the Tribe to increase the number of games it offers in accordance with 

the rules for doing so.

4.1.8 A Player Terminal may display a player’s entry into an On-line Lottery 

Game and the commencement of that game. The form of displaying information may be 

entertaining and at the discretion of the Tribe, except as limited in Sections 5.2.2 and 5.2.3. For 

example, the Terminal may alert the player through means of a count-down that the drawing in 

which the player is entered is about to occur. Information regarding prizes that may be awarded 

for each game are made available to the player prior to commencement of the game.

4.1.9 Following each drawing, the results are displayed and made available in 

accordance with the rules set forth in Section 4.4. Players win if  their selections match a 

required number of drawn numbers or symbols, in accordance with the predetermined and 

published rules for that particular game. Results and prizes are verified in accordance with the 

rules set forth in Section 4.4, and are paid in Game Play Credits except where, due to the size of 

the prize, the rules specify some other method of payment. Prizes may also be awarded in the 

form of merchandise or other valuable property.

4.1.10 Game Play Credits earned as prizes remain displayed and available for 

use in further play from that Terminal. Game Play Credits also may be electronically transferred 

through the Cashless Transaction System, such as to a) a player’s account in the Central 

Accounting System, b) a ticket or receipt printed by the Player Terminal, or c) a "smart" card or 

similar instrument. Once transferred, Game Play Credits may be a) used for further play on 

another Terminal or b) redeemed for cash or cash equivalents through a cashier or other separate 

redemption system. Merchandise or other property won is collected in accordance with the rules 

.emag eht fo
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4.2 Central Computer Used for On-line Lottery Game. The following requirements 

apply to any Central Computer used in connection with an On-line Lottery Game.

4.2.1 Introduction. A Central Computer may, in addition to being available 

for use in connection with Electronic Scratch Ticket Games, be utilized in the On-line Lottery 

Game. The rules in this Section 4.2 govern that activity.

4.2.2 Randomization Capability. The Central Computer shall have 

randomization capability associated with its use in an On-line Lottery Game only. All drawings 

shall be on a random basis, using the randomization requirements set forth in Section 6.

4.2.3 Independent Drawings; Schedule o f Drawings. Drawings on the Central 

Computer shall occur independently of any Player Terminal activity and regardless of whether or 

not players are enrolled in a game. On-line Lottery Game drawings shall be held on a regularly 

scheduled basis in intervals of no less than 30 minutes. Once a drawing period begins, all 

drawings during that period must be drawn within 5 minutes. Each drawing shall have its own 

identifying serial number.

4.2.4 Limit on Number o f On-line Lottery Games. The Tribe may have no 

more than five (5) On-line Lottery Games in play at one time. Such games may be offered on 

more than one system within the facility. The number of games offered may be increased if, and 

by the same number, the State Lottery increases the number of On-line Lottery Games it offers.

4.3 Player Terminals Used for On-line Games. Player Terminals used in connection 

with On-line Lottery Games shall conform to the requirements of Section 5. The following 

provisions shall also be applicable:

4.3.1 A Player Terminal may, in addition to being available for use in 

connection with Electronic Scratch Ticket Games, be used to play On-line Lottery Games. The 

On-line Lottery Game may also be played from a Player Terminal dedicated to selling On-line 

lottery tickets or by a clerk operating a Player Terminal for such purposes. References to Player 

.slanimreT detarepo-krelc dna detacided hcus edulcni llahs niereh slanimreT
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4.3.2 The Player Terminal shall enable a player to select numbers, symbols or 

other data, through touching the screen or pressing one or more buttons on the Terminal. The 

player may also ask for a "quick pick" selection via the use of a random number generator 

located in the Player Terminal and used solely for the On-line Lottery Games, provided that such 

random number generator shall meet the criteria set forth in Section 6.

4.3.3 The player's wager and selected numbers, symbols or other data, along 

with information identifying the drawing(s) to which they apply, shall be provided to the player 

through the Player Terminal in some tangible means using electronic encoding or printing on 

paper, card or other medium. Such information may also be displayed on the screen for review 

by the player.

4.4 Verification and Viewing Requirements for On-line Game Results. The results of 

each On-line drawing on a Central Computer shall be available for display on a Player Terminal 

on demand by players enrolled in such games, and may be made available on one or more 

scoreboards, video screens or other electronic display devices sufficiently visible to enable 

players and other observers, including those not at Player Terminals, to view the outcome of the 

game. Printed result reports shall be made available in accordance with Section 4.5.

4.5 On-line Lottery Game Records. The following records with respect to each On­

line Lottery Game shall be maintained and be viewable both electronically and, if  requested, by 

printed report, upon demand: The outcome of each drawing including all numbers drawn, the 

sequence of drawing, prizes available, prizes won (whether or not redeemed), and related 

information. Such reports shall be made available in the casino for player reference for up to 30 

days following the close of any drawing period.

4.6 Redemption Period. Prizes may be redeemed by players for a period of no less 

than 48 hours following the drawing in any On-line Lottery Game.

4.7 Other Game Rules. The specific rules and prize structures for each On-line 

Lottery Game may vary, and shall be made available to players prior to making any wagers on 

that game. The rules shall indicate when, in relation to the commencement of the first drawing in 

a game, no further wagers on that game may be made. Each On-line Lottery Game may offer
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more than one method o f winning a prize, and each method may be represented by a separate 

wager, but each wager may not exceed the amounts set forth in Section 4.1.4.

4.8 Prizes; Jackpots. Every On-line Lottery Game must have at least one "jackpot" 

level prize paid, when won, from a lottery prize pool into which a percentage of each player’s 

wagers, as set forth in the rules for that game, is placed and in which the Tribe shall have no 

interest. The prize pool may be seeded from time to time by promotional payments or interest- 

free loans from the Tribe. Jackpot prizes not won in a particular game shall be rolled forward 

into a future game in accordance with rules for disposing of such prizes. Rollover funds may 

replace the need for seeding a pool if  the amount of such rollover funds exceeds the minimum 

prize available under the rules of that game. The player pool fund may not be used for any 

purpose other than payment o f the jackpot prize.

SECTION 5. PLAYER TERMINALS

All Player Terminals shall conform at a minimum to the requirements of this Section 5.

5.1 Use as a Stand-Alone Gambling Device Prohibited. No Player Terminal shall be 
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5.8.5 Any prize won on the Electronic Scratch Ticket(s) then being played.

5.9 Protection of Displayed Information. The video screen or other means for 

displaying game rules, outcomes and other game information shall be kept under a glass or other 

transparent substance which places a barrier between the player and the actual surface o f the 

display. At no time may stickers or other removable media be placed on the Player Terminal's 

face for purposes o f displaying rules or payouts.

5.10 Hardware Switches Prohibited. No hardware switches may be installed on a 

Player Terminal or any associated equipment which may affect the outcome or pay out of any 

game for which the Player Terminal is used. Switches may be installed to control the 

ergonomics of the Player Terminal.

5.11 Networking Requirements. The use o f firewalls and other system protections as 

approved by TGA and SGA are required to protect the integrity of the Tribal Lottery System and 

player accounts and:

5.11.1 Where the Tribe’s Tribal Lottery System or components are linked with 

one another in a local network for progressive jackpot, function sharing, aggregate prizes or 

other purposes, communication protocols must be used which ensure that erroneous data or 

signals will not adversely affect the operations of any such system or components. No class III 

game or gaming system in which any part or component is located outside the Tribe’s gaming 

facilities shall be deemed approved as part of the approval of this Appendix. Any proposal for 
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to protect the Tribal Lottery System and player information. Computer systems linked between 

the Tribe’s facilities may not be used to link progressive jackpots, except in Joined Facilities.

5.12 Prohibited Software Functions. Player Terminals shall not have software or 

hardware that determines the outcome of any Electronic Scratch Ticket Game. Nothing herein is 

intended to prohibit the Player Terminal from creating the appropriate Scratch Ticket and On­

line Game graphics and animation to correspond to, display or represent, in an entertaining 

manner, the outcome. In addition, Player Terminals shall not have any software that:
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percent (3%) o f the actual cash drop. The follow-up performed and results of the investigation 

shall be documented and maintained for inspection.

5.15.3 At least annually, accounting/auditing and TGA personnel shall 

randomly verify that EPROM or other equivalent game software media changes are properly 

reflected in the analysis reports.

5.15.4 Accounting/auditing employees shall review exception reports on a daily 

basis for propriety o f transactions and unusual occurrences. TGA will be notified in writing of 
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6.2 Runs Test. Each card, symbol, number, or stop position does not as a significant 

statistic produce predictable patterns of game elements or occurrences. Each card symbol, 

number, or stop position will be considered random if  it meets the 99 percent confidence level 

with regard to the "runs test" or any generally accepted pattern testing statistic.

6.3 Correlation Analysis. Each card, symbol, number, or stop position is 

independently chosen without regard to any other card, symbol, number or stop position, drawn 

within that game play. Each card, symbol, number, or stop position is considered random if it 

meets the 99 percent confidence level using standard correlation analysis.

6.4 Serial Con-elation Analysis. Each card, symbol, number, or stop position is 

independently chosen without reference to the same card, number, or stop position in the 

previous game. Each card, number, or stop position is considered random if it meets the 99 

percent confidence level using standard serial correlation analysis.

SECTION 7. ELECTRONIC ACCOUNTING SYSTEM

One or more Electronic Accounting Systems shall be required to perform reporting and 

other functions in support o f the Tribal Lottery Game activities described in this Appendix.

These systems may communicate with the other computers described in this document utilizing 

the protocol standards set forth in Section 9.3. The Electronic Accounting System shall not 

interfere with the outcome of any gaming functions.

7.1 Revenue Reporting Requirements. The following reporting capabilities must be 

provided by the Electronic Accounting System:

7.1.1 Player Terminal Revenue Report. A revenue report for each Player 

Terminal must be made and maintained on a confidential and secure basis which, at a minimum 

on a daily and monthly basis, provides:

a. The total aggregate amount won per Player Terminal;

b. The aggregate amount wagered per Player Terminal; and

c. The amount of cash deposited into each Player Terminal.
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7.1.2 Closed Game Set Reports. Immediately after a Game Set is completed 

or pulled from play, a report will provide the Game Set ending information described in Section

3.4 above.

7.1.3 In Play Game Set Reports. One or more reports will be available for 

Game Sets still in play, containing the information described in Sections 3.3.1 through 3.3.7 

above.

7.1.4 On-line Lottery Game Reports. An On-line Lottery Game report must

be made and maintained on a confidential and secure basis which, at a minimum of a daily and 

monthly basis, provides as to each On-line Lottery Game, the following information:

a. Total sales;

b. Total won per prize level;

c. Total won per Player Terminal; and

d. Activity per j ackpot prize, for the accounting period and to-date,

per Section 7.1.5.

7.1.5 Progressive Jackpot Report. A progressive jackpot report must be made 

for the accounting period and to-date which provides:

a. Amount seeded;

b. Amount in reserve fund;

c. Current jackpot;

d. Contribution total;

e. Total paid in prizes;

f. Itemized jackpot awards; and

g. Amount, time of award, and the Player Terminal on which the

.no wsaw ezirp topkcaj evissergorp
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7.1.6 Larger Prize Report. A report will be required for all prizes that exceed 

the threshold that triggers additional procedures to be followed for the purposes of compliance 

with federal tax reporting requirements. At a minimum, on a daily and monthly basis, the report 

shall provide the following information per Player Terminal:

a. The date and time won; and

b. Amount o f all prizes.

7.1.7 Liability Reports. Liability reports will be required on a daily and 

monthly basis at a minimum. They should provide a summary of the outstanding funds which 

carry from business day to business day. At a minimum, they must include:

a. Amount o f prizes which were awarded, but have not yet been

claimed;

b. Detail of prizes for which redemption period expired during this

reporting period;

c. Unredeemed Game Play Credits;

d. Expired Game Play Credits; and

e. Daily and cumulative contributions to progressive prize pools

which have not yet been awarded.

7.1.8 Master Reconciliation Report. A master reconciliation report must be 

available on a daily and monthly basis, at a minimum. It provides a summary of all daily sources 

o f funds and disposition of funds, including the following:

a. Funds collected from cashiers, Player Terminals, and Kiosks;

b. Funds carried forward from prior business day, including liability

from prizes awarded, but not paid out, prize pool balances, and

reserve funds, etc.;

;sreyal pot stnemyaP.c
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d. Funds available to operator; and

e. Tickets and prizes dispensed and played to reconcile with amount

won.

7.1.9. Data Retention Requirements. Data necessary to audit compliance with 

the standards set forth in this Appendix shall be maintained for a minimum of 2 years, and in 

connection with determining randomness where applicable, for a minimum of 6 months. To the 

extent not inconsistent with the foregoing, data shall be retained and backed up by the Electronic 

Accounting System according to the following minimum requirements:

a. Accounting records;

b. Per Player Terminal, Cashier Terminal, or other points o f cash

exchange-daily records and meters: on-line for 6 months;

c. Daily records and meters: off-line for 12 months;

d. Game Set Records, as to each Player Terminal and by Game Set;

e. The amount wagered and the amount won, daily by prize level, on

line: 6 months;

f. The amount wagered and the amount won, daily by prize level, off

line: 6 months;

g. On-line prize redemptions: 30 days;

h. Dated cash vouchers: 30 days;

i. Cash vouchers cancelled by Player Terminal: 7 days;

j. Cash vouchers redeemed by cashiers or redeemed at Kiosks: 30

days;

k. Log files that track password access to sensitive components:

online for 90 days, offline for 12 months; and
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7.1.10 Other Reports. Revenue reports for the Tribal Lottery System must be 

made and maintained on a confidential and secure basis which, at a minimum on a daily and 

monthly basis, provides:

a. The amount of cash removed or dropped from Player Terminals;

and

b The percentage of Player Terminals offering wagers between $5.01

and $20.

SECTION 8. CASHLESS TRANSACTION SYSTEM SECURITY, REPORTING AND

STORAGE REQUIREMENTS
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of the last ten (10) transactions involving the use of the card. Each transaction record must 

include, at a minimum, the type of transaction, the amount of the transaction, the date of the 

transaction, the time of the transaction, and the identification of the Player Terminal or cashier 

terminal or other points o f cash exchange where the transaction occurred. The minimum daily 

and monthly reporting for smart card activity must include:

8.2.1 Total of cash transferred to smart cards;

8.2.2 Total of smart card amounts transferred to cash;

8.2.3 Total of smart card amounts transferred to Game Play Credits;

8.2.4 Total of Game Play Credits transferred to small card amounts; and

8.2.5 Total unredeemed smart card balance.

8.3 Other Functions. Systems shall be permissible that allow player tracking, 

maintenance tracking, and other gaming management or marketing functions. These systems 

shall not interfere with, or in any way affect, the outcome of any Tribal Lottery Game or the 

cashless accounting system. Systems shall be permissible that allow progressive prize 

management with the certification of the Gaming Test Laboratory and approval of the SGA.

8.4 Kiosks. Kiosks shall have reports that properly document all transactions, as well 

as dedicated video surveillance, to protect the integrity of the cashless system used. Cash boxes 

shall be designed so their contents are protected from unauthorized access, in accordance with 

Appendix A drop box and transportation standards, and shall be uniquely labeled for the purpose 

of audit and security.

SECTION 9. GENERAL SECURITY REQUIREMENTS

The following requirements apply to all components of the Tribal Lottery System, 

including the Manufacturing Computer, the Central Computer, the Electronic Accounting 
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9.1 Separation. The Manufacturing Computer, Central Computer, and Player 

Terminals in each Tribal Lottery System shall be physically and operationally independent from 

one another except as specified otherwise in this Appendix, such as for communications, storage 

and security monitoring, including the routing of communications among system components, 

provided such routing does not affect the integrity of the communications or the outcome of any 

game. All Tribal Lottery System cables shall be secured against unauthorized access.

9.2 Security. The Manufacturing Computer and Central Computer must be in a 

locked, secure enclosure with both camera coverage and key controls in place. Routers, 

switches, hubs, or other network access points, to include management terminals and terminals 

not separated from the Tribal Lottery System by firewalls approved by the SGA and TGA, must 

also be in a locked, secure enclosure with both camera coverage and key controls in place. 

Access to Manufacturing Computers and Central Computers shall be logged by the system to 

include the date and time of access and available to SGA and TGA upon request.

9.3 Secure Connections; DES or Equivalent Data Encryption. Connections between 

all components of the Tribal Lottery System shall only be through the use o f secure 

communication protocols which are designed to prevent unauthorized access or tampering, 

employing Data Encryption Standards (DES) or equivalent encryption with changeable seeds or 

algorithms.

9.4 Surge Protection; Uninterrupted Power System (UPS). Each component of the 

Tribal Lottery System shall at all times be connected to a device which provides surge protection 

on any line that feeds it and, with the exception of Player Terminals, shall be connected to a 

temporary power source, such as a UPS, to provide means for an orderly shutdown of the 

computer in the event o f a main power system failure.

9.5 Identification Plates. A non-removable plate shall be affixed to the exterior of 

each Player Terminal which shall have written upon it the Terminal's serial number and model 

number o f the component and name o f the manufacturer. Other audit numbers may be required 

to be affixed to provide a means of identifying individual Terminals for correlation to required 
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9.6 Locked Areas. The Manufacturing and Central Computers shall at a minimum be 

enclosed in a locked and monitored cabinet. Access shall be through the use of access controls 

provided in Section 9.7. The Player Terminal shall have at a minimum the following separately 

locked areas, which shall be the only means of accessing any non-public part of the Terminal: (a) 

a locked and monitored cabinet door; (b) a locked microprocessor compartment; (c) a locked 

outer cash box door; and (d) a locked drop cash box door.

9.7 Access Control Standards. Keys which provide access to any locked 

compartment, component or area of a Tribal Lottery System, as well as passwords, keycards, or 

PIN numbers used to access the Tribal Lottery System, shall be maintained and used in 

accordance with the access control standards enacted in the Tribe's statement of minimum 

internal controls.

9.7.1 Each employee accessing the Tribal Lottery System software except for 

Player Terminals and unattended Kiosks by means of a password, keycard, or PIN number, 

including vendor representatives, must have a user name or user number unique to that 

individual, and the Tribal Lottery System must log the date and time o f access. These access 

logs must be readily available for audit by TGA and SGA.

9.8 MEAL Cards. For all entries into the locked areas of the Manufacturing 

Computer, Central Computer, unattended Kiosks, or any Player Terminal, a written record must 

be made on a machine entry authorization log (MEAL) indicating at least the following: the time, 

date, and purpose of entering said locked area(s), and the name and employee number (or other 

personal identification specific to such person) o f the person doing so.

9.9 Access Control. In addition to maintenance of MEAL cards, the Manufacturing 

and Central Computers shall record and generate a report on any access including date, time of 

access, person (by employee number) accessing the computer, and the reason for access.

9.10 Cameras. For purposes o f this section, all components o f the Tribal Lottery 

System, except wiring, cables, and conduit in which they are located, shall have the ability to be 
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system or digital surveillance system in accordance with Appendix A and as authorized by TGA 

and SGA, in compliance with the requirements of the Compact.

9.11 Verification Data and Functions. In addition to its functions in operating a 

connection with the Electronic Scratch Ticket and On-line Lottery Games, the Central Computer 

may be used to record the data used to verify game play and to configure and perform security 

checks on Player Terminals, provided such functions do not affect the security, integrity or 

outcome of such games.

SECTION 10. TESTING OF TRIBAL LOTTERY SYSTEMS TO ENSURE INTEGRITY

10.1 Designation of Independent Gaming Test Laboratory. The Tribe shall select one 

or more gaming test laboratories (hereinafter "Gaming Test Laboratory") to perform the testing 

required in this Appendix. Any Gaming Test Laboratory selected shall have demonstrated it is 

competent and qualified to conduct scientific tests and evaluations of electronic gaming systems 

and to otherwise perform the functions set forth in this Compact, and shall be licensed by the 

SGA. The SGA shall maintain a list of approved Gaming Test Laboratories. A Tribe may 

request additional laboratories be placed on the SGA's list o f Gaming Test Laboratories which 

request shall not be reasonably withheld. Any laboratory that is currently licensed and approved 

by any state, province or country to test or evaluate electronic gaming devices or systems shall 

be placed on the list if  after review by the SGA it is found to be so qualified and otherwise meets 

the background and licensing requirements applicable to such laboratories under Washington 

State Law. For any testing required under this Appendix, the Tribe shall choose a laboratory 

from those Gaming Test Laboratories on said SGA list. If, at any time, any of the Gaming Test 

Laboratory's licenses from any jurisdiction are suspended, terminated or subject to disciplinary 

actions, the Gaming Test Laboratories may be removed from the SGA’s list. If removed from 

the SGA list, the Tribe shall choose a new Gaming Test Laboratory as provided herein.

10.2 Testing and Certification of Tribal Lottery Systems. No Tribal Lottery System or 

component thereof may be offered for play unless:

10.2.1 Such Tribal Lottery System is approved by the SGA as provided in

;10.3 noitceS
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10.3 Approval by the SGA. Upon receiving the certification from the test laboratory, 

the SGA shall either approve or disapprove the Tribal Lottery System or component thereof 

based on the technical criteria contained in this Appendix, within sixty (60) days of receipt of the 

certification as to any new Tribal Lottery System or any component thereof, and within fifteen 

(15) days of the receipt of the certification as to any modification of a system which has already

been approved by the SGA. The certification shall be deemed approved if no action is taken

thereon by the SGA within said sixty (60) day period or fifteen (15) day period, as may be

applicable. The fifteen (15) day period shall be extended for the first nine (9) months after the

effective date of this Appendix and, during that first nine (9) month period, such certification

shall only be deemed approved if no action is taken within thirty (30) days. Any disputes arising
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requirements specified by this Appendix; provided that while the failure o f such Tribal Lottery 

System to comply with such requirements will suffice as a grounds to enjoin or otherwise 

terminate said Tribal Lottery System's operation, such non-compliance will not be deemed a 

violation of this Compact as long as the Tribe has relied in good faith on the certification of the 

manufacturer and has retained a written certification in the manner described in this section.

10.6 Payment o f Gaming Test Laboratory Fees. The Tribe shall be responsible for the 

payment of all Gaming Test Laboratory fees and costs in connection with the duties described in 

this Compact. The Tribe shall provide copies of all Gaming Test Laboratory invoices and 

payments by the Tribe to the SGA, which shall have the right to audit such fees. In order to 

assure independence of the Gaming Test Laboratory, any Gaming Test Laboratory Payment 

delinquency by the Tribe of fees or costs due to the Gaming Test Laboratory may be grounds by 

the SGA for rejecting such laboratory's reports or certification.

10.7 Gaming Test Laboratory Duty of Loyalty. The Tribe shall inform the Gaming 

Test Laboratory in wilting that, irrespective of the source of payment o f its fees, the Gaming Test 

Laboratory's duty of loyalty and reporting requirements run equally to the State and the Tribe.

10.8 Random Inspections. The Tribe shall allow the SGA to inspect any components 

of the Tribal Lottery System for the purposes of confirming that such component is operating in 
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and protect the integrity and security of any game or gaming system or component, or accounting 

or auditing system or component, affected thereby.

SECTION 12. TRIBAL LOTTERY SYSTEM PLAYER TERMINAL ACQUISITION 

AND OPERATION

12.1 Allocation. The Tribe shall be entitled to an allocation of, and may operate or 

transfer the ability to operate, up to 975 Player Terminals (“Allocation”).

12.1.1 If the Tribe has not previously operated a gaming facility, the SGA shall 

conduct a standard compliance review commencing on the one year anniversary o f the facility’s 

opening to determine whether the following requirements have been satisfied:

a. There have been no violations of the provisions of the Compact

that have resulted in sanctions imposed by the Federal District

Court;

b. There have been no violations of the Compact which are

substantial or would be deemed material due to repetition;

c. There have been no material adverse impacts on the public safety

or welfare o f the surrounding communities in the nature of

criminal activities directly related to the operations of the Class III

Gaming Facility;

d. Any changes in the operating requirements that are necessary to

accommodate any increase in the number of Player Terminals in

use have been implemented; and

e. All fees due from Tribe under Section 13 have been paid, or in the

alternative either a memorandum of understanding with the SGA

("MOU") has been entered into or an arbitration has been

htiw deilpmoc sah ebirT eh tdna ,devloser neeb ton sah ,dednamed

.5.13 noitceS fo snoisivor peht
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rata share of the Set-up Deposit or, after the actual costs are determined, the Set-up Fee, it shall 

be reimbursed by way of future Regulatory Fee credits based on the collection by the SGA of 

additional pro-rata payments from other Eligible Tribes, the addition of such tribes and resulting 

recalculation o f the pro-rata amount per tribe, or both, as the case may be. The pro-rata amount 

per tribe shall be redetermined by the SGA at least once a year to take into account the collection 

o f further tribal pro-rata payments or the addition of new Eligible Tribes, and further credits due 

as a result thereof shall be applied to the next billing period.

13.4 Annual Regulatory Fees. The Tribe agrees to pay its share of the SGA’s actual 

costs which are reasonably incurred in order to commence and carry out its regulatory functions 

with respect to the Tribe’s gaming under this Appendix, through the payment of an annual 

Regulatory Fee. For the sake of convenience and efficiency, the Regulatory Fee shall also 

include any actual costs which were incurred by the SGA in connection with the Tribe’s class III 

gaming other than those authorized under this Appendix, and shall supersede provisions in the 

Compact with respect to the imposition of such fees therein. "Actual costs" as used herein shall 

mean those costs that were reasonably incurred in order to protect the honesty and integrity of 

the gaming being operated by Tribe under, and to monitor the Tribe’s compliance with, the 

Compact. Costs incurred in common for more than one tribe shall be allocated among such 

tribes. For purposes o f this Section 13, prior years’ actual costs shall be based on the actual costs 

incurred for the twelve months ending September 30. Regulatory Fees shall be paid as follows:

13.4.1 First Year Regulatory Fees. With respect to the Regulatory Fee for the 

first calendar year or portion thereof commencing with the date of this Appendix, the SGA shall 

estimate its reasonable cost o f regulating the Tribe’s operation based on the prior billing year’s 

actual costs incurred in connection with class III gaming other than as governed by this 

Appendix. The Tribe’s Regulatory Fee for the first year shall be subject to adjustment as 

provided in Section 13.4.2 and 13.4.3. The total Regulatory Fee due from the Tribe for the first 

year, shall be due and payable in accordance with Section 13.4.3.

13.4.2 First Year Regulatory Fees for Tribal Lottery System. Upon 

commencement o f operations o f a Tribal Lottery System, the SGA shall make a good faith 

fo redniamer eht rof xidneppA siht rednu seitivitca s’ebirT eh tgnitaluger f otsoc eht fo etamitse
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the calendar year and shall adjust the Tribe’s Regulatory Fee for that year established under

13.4.1 or 13.4.3 accordingly.

13.4.3 Subsequent Years. Notwithstanding anything in the Compact to the 

contrary, the Regulatory Fees for all class III activities under the Compact, including those 

applicable to the activities described in this Appendix (except for the first year fees set by 

estimate as provided in Sections 13.4.1 and 13.4.2, shall be set by determining the actual cost of 

regulating all of Tribe’s class III activities in the preceding year and setting and adjusting the 

coming year’s Regulatory Fee based thereon. If the previous year’s Regulatory Fee exceeded the 

SGA’s actual cost of regulation, any excess which was paid will be applied as a credit to the 

payment of Regulatory Fees in such next year. In the alternative, the Regulatory Fee may be set 

by agreement between the Tribe and the SGA reached through good faith negotiations 

commenced at the request o f the Tribe, the terms of which may include a fixed amount without 

subsequent adjustment if  both parties, at their sole discretion, agree.

13.4.4 Billing and Payment. The SGA shall notify the Tribe of the forthcoming 

Regulatory Fee at least 45 days prior to its becoming due. Other than as may be provided in 

connection with a negotiated fee, Regulatory Fees may be paid for an entire year in advance of 

the date on which the billing year commences, or within 45 days of being notified of the 

forthcoming year’s Regulatory Fee, whichever last occurs, in which event the Tribe shall receive 

a 10% discount. Regulatory Fees which are so paid and discounted shall not be subject to any 

retroactive adjustment based on the prior year’s estimate having been over the actual costs of 

regulation. Except for a negotiated fee that provides otherwise, or payment in advance, 

Regulatory Fees shall be paid in no more than 12 equal monthly installments, each of which shall 

be due on the first day of each month, which monthly payments shall commence on the first day 

o f the first month of the billing year, or within 45 days following notification of the amount of 

the forthcoming year’s Regulatory Fee, whichever is later.

13.5 Regulatory Fee Disputes. If the Tribe disputes the State's determination of the 

Regulatory Fee, the Tribe shall pay no less than the amount of the fee which is not in dispute to 

the SGA when due and deposit the disputed amount into an escrow account that is restricted until 
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provisions of this Compact. If the Tribe fails to make the required payment to the SGA or 

deposit into escrow, the State may pursue any of the remedies set forth in the Compact for the 

Tribe’s breach thereof.

SECTION 14. OTHER PAYMENTS

In order to provide for impacts to local community seivices that may arise as a result of 

the gaming authorized under this Appendix, the following payments shall be made from 

revenues derived from, as specified, the Tribe’s Class III gaming or Tribal Lottery System 

activities on the terms and conditions set forth below.

14.1 Impact Costs. Up to one-half of one percent (0.5%) of the net win derived from 

Tribal Lottery System activities, determined on an annual basis using the Tribe’s fiscal year, 

shall be added to any amounts payable and distributable from other Class III activities under the 

Compact in order to meet community impacts, to the extent such Compact amounts are 

insufficient to meet actual and demonstrated impact costs.

14.2 Charitable Donations. One-half of one percent (0.5%) of the net win derived 

from Tribal Lottery System activities, determined on an annual basis using the Tribe’s fiscal 

year, shall be donated to non-tribal bona fide non-profit and charitable organizations in the State 

of Washington.

14.3 Community Impacts. Up to one-half of one percent (0.5%) of the net win derived 

from the Tribal Lottery System, determined on an annual basis using the Tribe’s fiscal year, 

determined by deducting from one percent of said net win the amounts actually paid under 

Sections 14.1 and 14.2 in said year, shall be applied to Tribal governmental programs which 

have an impact on the community by assisting the Tribe and its members in become self- 

sufficient, such as programs concerned with Tribal law enforcement, education, housing, health, 

elderly care, safety, and gaming regulation.

14.4 Problem Gambling. Thirteen one-hundredths of one percent (0.13%) of the net 
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Contributions shall be made to governmental, charitable and/or non-profit organizations, which 

may include the Department of Social and Health Services’ Division of Alcohol and Substance 

Abuse (DSHS/DASA), that are directly related to helping to reduce problem gambling. The 0.13 

percent o f net win shall be paid annually, commencing with the conclusion of the Tribe’s first 

full fiscal year following the date upon which this Appendix becomes effective, and shall be paid 

by the 15 day of the month following the conclusion of each full fiscal year.

14.5 Smoking Cessation and Prevention. Thirteen one-hundredths of one percent 

(0.13%) of the net win derived from Tribal Lottery System activities, determined on an annual 

basis, shall be dedicated to smoking cessation, prevention, education, awareness, and treatment 

in the State o f Washington. Contributions shall be made to governmental, charitable and/or 

nonprofit organizations that have as a purpose the discouragement of the use of tobacco. 

However, if  the Tribe operates any o f its Class III gaming facilities as entirely smoke-free, the 

Tribe‘s smoking cessation contribution shall be reduced proportionally based upon the pro rata 

number of Tribal Lottery System machines in that non-smoking facility compared to the total 

number of Tribal Lottery System machines operated by the Tribe. Additionally, it is also agreed 

that if the Tribe completely prohibits the sale and use of alcohol in all of its Class III gaming 

facilities, the Tribe shall be entirely excused from making the smoking cessation contribution 

required by this subsection for as long as the prohibition on the sale and use of alcohol remains 

in effect. The 0.13 percent o f net win shall be paid annually, commencing with the conclusion of 
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